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EXECUTIVE ORDER

NATIONAL SECURITY INFORMATION

ESJNENEEEN]

By virtue of the authority vested in me by the Constitution of the
United States of America; in order to balance the public*s right to govarnment

information with the need to protect some national security information from

disclosure, it is hereby ordered as follows:
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Secticn 1. Definitions.

{a) "Agency" means any executive department, military departmenf,
Government corporation or independent establishment in the executive branch.

{b) ™"Classified information" is official information which has been
determined by proper authority to require a degree of protection against
unauthorized disclosure in the interest of national security and is so designated.

{c) “roreign-originated information" means information which has baen
provided to the United States in confidence by a foreign government or inter-
national orgznization of governments (hereinafter referéed to as “international
organization®}, or an official of either, or produced by the United Statass
pursuant to & joint arrangement with a foreign govefhment or an international

¢ ot .
organization. Form ¢ g

ATTACHMENT
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(d) "Intelligence method" means any human, technological, or
other method that is or may be used in the gathering or analysis of
foreign intelligence oxr foreign counterintelligence and which would
suffer reduced effectiveness if exposed.

(e) "Intelligence source" means any human, technological or
other source from which foreign intelligence or foreign counter-
intelligence is, has been or may be derived and which would suffer

'geduced effectiveness if exposed,

(f) "O0fficial information or material' hereinafter referred to as
"information" means that information which is owned by, produced for
or by, or under the control of the United States Government.

‘Sec. 2, Original Classification.

(a2) Classification Designation. Information which reéuires protectioﬁ
against unauthorized disclogure in the interest of the national defense
ér foreign relations of the United States (hereinafter collectively
termed "national security") shall be classified in one of the three
designations listed below:

(1) "Top Secret” shall be applied to information, the unauthorized
disclosure sf which could reasongly be expected to cause exceptionally
grave damage to the national security.

(2) '"Secret” shail be applied to information, the unauthorized
disclosure of which could reasonably be expected to cau;e serious
damage to the nétional security.

(3) "Confidential" shall be applied to information, the unauthorized
disclosure of which could reasonably be expected to cause siguificant.

. damage to the national security.

(b) General Policy.

(1) In deciding whether information requires classification pursuant
to this Order, the classifying official shall conéider_both the public's
need for the greatest possible access to information and the national
security need éo protect certain information.

(2) 1If the classifier has reasonable doubt which security classifi-
cation designation is appropriate, or whether the-info;maticn should be

classified at all, he should designate the less restrictive treatment.
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{c) Classification Requirements. Information shall not be classified

unless an 0r1g1na] classification authority determines both: (1) that the
information falls into one or more of the criteria set forth in subsection (d)
below which apply equally to all thres authorized classification designations;
and (2) that the disclosure of such information could reasonably be expected .
to cause at least significant damage to the national security. It is reasonable
to expect that information provided in confidence by a foreign government or

jnternational organization would satisfy the above-mentioned second step.

(d) Classification Criteria. '~:{hformation

. net : tahss
Ba+ed mayabe considered for c]assification,@évits disclosure could reasonably be

expected to:

{1) Make the Un1ted States or its allies vulnerable to attack by a
vforeign power, or weaken the ability of the United States or its a111es to
conduct armed operations or defend themselves, or diminish the m111tary or
operatzonal effectiveness of the United States' armed forces; or -

{2) Lead to host1le political, economic, or military action against the
Unxted States or its allies by a foreign power; or

(3) Reveal, in whole or in part, the defense or fore1gn policy plans or
posture of the United States or its allies; provide a foreign nation with
information upon which to develop effective countermeasures to such plans or
posture; weaken or nullify the effectiveness of a United States military,
foreign intelligence, or foreign counterintelligence plan, operation,vpraject,
or activity of significance to the national security; or

{4) Aid a foreign nation to develop or improve its military capability;
or |

{5) Reveal, jeopardize, or compremise an intelligence source or mathod,

C%L::nﬂy&w'rﬂ £RChAdGHE-FOP—THE Srsorpeatation.af intalligence.daiz] or a
cryptographic device or system; or

(6) D1sc1ose to other rations or foreign groups that the United States
has, or is capable of ohtaining, certain information concerning those nations

r groups without their knowledge or consent; or
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(7) Deprive the United States of a diplomatic, mititary, scientific,

engineering, technical, economic, or jntelligence national security advantage:

or
(8) Create or increase international tensions; cause oOr contribute

po}itical or economic instability or civil disorder in a foreign couniry; or

otherwise significantly jmpair our foreign relations; or

(9) Disclose or jmpair the position of the United States or its alliss

jn international negotiations; or

(10) Disclose the identity of a confidential foreign source of the

‘pepartment of State, or of a United States diplomatic or consular post; or

(11) Disclose information or material provided to the United States in
confidence by a foreign government or jnternaticnal organization; or
| (]2) Significantly diminish the effgctiveness of U.S. Government programs
for safeguarding nuclear materials or facilities.

(e) Prohibitions.v'

(1) No information may be classified to conceal violatjons of law,
inefficiency; or administrative error, to prevent embarrassment to a person,
organization or agency, or to re§train competition or independent initiative.

(2) Basic scientific research information not directly relafedAto the
national security may nét be classified. .

(3) A product of independent research and development which does not
incorporate or reveal cléssified information to which the producer or developer
~was given prior access shall not be classified upder this Order until and unless

the government acquires a proprietary interest in the information. Howeve%,
this Order shall not be construed to impinge upon the provisions of the
.Patent Secrecy Act of 1952 (35 U.S.C. 181-188).

(&) References to classified documents which individuaily, or in
aggregate, do not disclose classified information may not be classivied and
may not be used as a basis for classification.

(5) Classification shall not be used to 1imit dissemination of iafcrma-

tion which is not classifiable undar the provisicns of this Order, or to

prevent or delay the public release of such information.
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(6) HNo document shall be classified after an Agency has received a

- pequest for such document under the Freedom of Information Act or the Declassi-

fication Requests provision of this Order [Section 4(g)], unless such document
reduires the protectidn authorized by this Ordsﬁg and such classification is
authorized personally, and in writing, by the head of the Agency concerned.

(7) Classification may not be restored to information already declassi-
fied and released under this and prior Orders.

(f) Classification Authority.

(1) Top Secret. The authority to originally classify information "Top
Secret® may be exercised only by such officials as the President may designate

by publication in the Federal Register, by the Agency heads listed below, and

by officials so authorized in accordance with the proQisidns of subsection {4) ?
below: - ol
The Secretary of State
The Secretary of the Treasury
- The Secretary of Defense
The Secretary of the Army
The Secretary of the Navy -
The Secretary of the Air Force
The Attorney Genaral of the United States
The Secretéry of Energy
The Chairman, Nuclear Regulatory Cormission
The Director, Arms Control and Disarmament Agency
The Director of Central Intelligence .
The Administrator, National Aeronautics and Spéce Administration
The Administrator, General Services Administration (Delegable only to
the Director, Federal Preparedness Agency and to the Director, Information
Security Oversight Office.) '
(2) Secret. The authority to originally classify information "Secret”
may be exercised only by such officials as the President may designate by

publication in the Federal Register, by the Agency heads Tisted below, by

officials who have "Top Secret" classification authority and by officials se

authorized in accordance with the provisions of subsection (4):
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The Secretary of Commerce

The Secretary of Transportation

The Administrator, Agency for International Development

The Director, International Communication Agency

(3) Confidential. The authority to originally classify iﬁfcrmation
"confidential™ may be exercised only by such officials as the President may

designate by publication in the Federal Register, by the Agency heads listed

below, by officials who have "Top Secret" and "Secret" classification authority
and by officials so authorized in accordance with subsection (4):
The President and Chairman, Export-Import Bank of tﬁe United States
The President and Chief Executive Officer, Overseas Private Investment Corporat

(4) Limitations on Delegation of Classification Authority.

(i) The authority for original Top'Secret classification may be dé]egated
by officials designated in writing by the President,and by the Agency heads
1isted in subsection (1) above only to pr%ncipal subordinate offici%ls whom
the Agency heads determine in writing to have a frequent nead te exercise such
authority. Authority so delegated may not be redelegated.

(ii) Officials designated_jn writing by the President, the Agency heads
1isted in subsections (1), (2) and (3) above, énd officials with Top Secret '
classification authorit} may delegate their assigned original "Secret” of
"Confidential® authority»on]y to those subordinatesﬁggggzaey determine in
writing to have frequent need to exercise such authority. Authority so delegated
'may not be redelegated. »

(iii) A1l delegations of original classification authority shall be in
vwriting by name or title of position held or as prescribad in directives
implementing this Order.

(iv) Delegations of classification authority shall be held to an absolute
minimum. Administrative convenience is not a valid basis for such delegations.
Periodic review of such delegations shall be made to ensure that the ofTicials
so designated have demonstrated a continuing neead to exarcise such authority.

éo Executive Bramd evaployze withewt, L .
7(5) ! SRyt : acTrically granted original classivica-

tion authority herein may &% originally classify information under this Order
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unless specifically authorized in writing by the President. Requests to the
President for such authority shall be directed through the Information

Security Oversight Office, established herein. A?Pfhved of Sut" Y?qu.v.s'fs
shatd publizthed on Huo Federwmd T(e3|s{' ’

(9) Exceptional Cases. When an employee ot an Agency which does not

have authority to originally classify, or a contractor of such an Agency,
originates information which is believed to require classification, the person
or contractor shall protect that information in the manner prescribed by this
Order and implementing directives. The information shall be tranémitted
promptly under appropriate safeguards to the Agency having primary interest

in the subject matter and authority to classify, with a request that a

" determination be made as to classification.. Such requests shall be acted

"~ upon in 30 days. Where such Agency cannot be identified, Lhe 1nformat1on shall

be sent to the Director of the Informat1on Secur1»y OverSIght Office.

(h) Limitation on Duration of Classification.

(1) Al1 original classification authorities shall, af the time of
original classification, set a date or event for autcmatic Hec]assification
of the information as early as national security considerations wi]f permit.
Except as permitted in paragraph (2) below, the date shall not exceed six
years from the date of ofigina] classification. _

.(2) Only heads o% agencies listed in Section 2(f) and officials with
Top Secret classification authofity designatad pursuant to tﬁis Order may
set a2 later date or event for automatic declassification or for review to
decide whether the information can be daclassified. This date or event shall
be no more than twenty years from the date of original classification of the
information, except that the date for review of foreign-originated information
may be up to 30 years after originaixpiassification. For each such classifi-
cation beyond six years, the reason for the longer pericd must.be recorded.
This reason must include an explanation why the classification will continue
to meet the requirements of subsection 2(c) throughout the extended period.

(i) Identification and Marking.

{1) At the time of origination, <~=h classified document shall show on

its face: (i) the identity of the original classification authority;




T
~.
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(i1) the office of origin; (iii) the date of the document's origin; (iv)
M ‘
the date or event for declassification or review;A(v) one of the three

classification designations defined here{ﬁg Ere—tvi—the—eriterie—on

fa s ert i T - alLd £ s
G} arion-for.classirication—as TSSO ) oi-this Ordar When
...

the individual who signs or otherwise authenticates a document or item has -
also authorized the j,;flf%;atxon, no further annotation as to his identity
is required. [E?e—e¥+g+ﬁaven4;-»+le-epy—4§Eany document classified for more

than six years shall reflect the reason for the prolongad classification and

the identity of the official who authorized it, in accordance with Section 2(h)?i?

(2) Markings such as "For Official Use Only" and "Limited Official Use"
shall not be used té identify information requiring protection'pufsuant to
this Order.

(3) Terms such as "Sensitive," "Conference," or "Agency" shall not be
used in conjunction with classification designations prescribed by this Order;
e.g., "Secret-Sensitive," "Agency Confidenti&1," or "Conference Confidential."”

(4) Each classified document shall, by marking or other means, clearly
" indicate which portions are classified, with the app]icab&e classification
designation, and which“portions are not classified, in arder to facilitate
excerpting and other uses. Agency heads may seek a waiver of this requirement
from the Director of the Information Security Oversight Office fof 1imited
classes of information. The Director of the Oversight Office may, for good
cause, grant and revoke such a waiver. ' :

(5) Classified information furnished to the United States by a foreign
government or international organization shall either retain its original
classification designation or be assigned a United States classification
designation. In either case, the classification shall assure a degree of
protection equivalent to that required by the govérnment or international
organization which furnished the information.

(6) Classified documents which contain or reveal information which the
originator has determined is subject to special dissemination and reproducticn
Timitations shall be clearly marked so as to place the recipient on notice of

the restrictions.

Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070075-5
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Section 3. Derivative Application of Markings.

(a). Original classification authority shall not be given to persans who

mgnjyrrepro;ucezhe§tr§ctvor summarize c]a;sifjed’information'or who only apply

to information classification markings derived from éource material or as
directed by a security classification guide. Persons who apply derivative
classification markings shall (i) respect classifications assigned by originators;
(i1) to the maximum extent practicable verify the current level of classification
of the infcrmation prior to applying such markings; (iii) in accordance with
subsections (b)-(e) below, carry forward to any newly created documents the
assigned dates or events for declassification or review and any additional
authorized markings; (iv) identify on the newly created material the original
c]assifier or other authority for the derivative classification markxngs applied
by them. (qu 21rect1ve implementing this Order will contain language providing
for a single such identification for documents based on multiple classified
sources) ‘

(b) New material which derives its classification from E;gnagg information
classified on of after the effective date of this Ofder shall be marked with
the date or event for declassification or the date for review assigneﬂ to the
source infermation. 4 | |

(c) Dates or eveﬁts for automatic declaséification of @?a*%ﬁ?information-
(U.S. or fereign) éssigned pursuant fo previous Executive orders shall be
carried forward when such dates or events call for dec1assificatf0h of the
source information twenty years or less from its date of origin.

(d) Except as spacified in_subséction (e) belaow, new material which is
classified on the basis of previously classified Rowred infofmatfon which bears
no date or svent for declassification, or which is marked for declassification
in excess c¢f twenty years from date of origin, shall be marked.with’a date
Tor review for declassification which shall be twenty years from the date of
original cisssification of the source information.

(e) Yew material classified on the basis of prevfously classified
foreign originated information which bears no date or event for declassification,

or is marked with dates or event:s for declassification in excess of 30 years,

Approved For Release-2005/08/15 : C_:IA-RDPS?BM034R000200070075-5
. . e SN S




sdcisicid

" Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070075-5 n

shall be marked with a date for review for declassification which shall be
30 years from the date of original classification of the foreign source
information.

Section 4. Declassification.

{a) General Policy. Declassification of classified information shall

be given emphasis comparable to that accorded classification. InfTormation

. classified pursuant to this and prior Orders shall be declassified as early

as national security considerations permit. When information is classified,
decisions concerning declassification or review shall be based on the expected
loss of the information's senéitivity with the passage of time, or an expected
occurrence of an event which would make classification unnecesséry. lthenever
information is reviewed, it shall be declassified unless it caﬁ bz demonstrated
that: (1) disclosure would cause at least significant damage to the nﬁtional
security in spite of fhe passage of time; and (2) the damege to national

security would E§-§$-aaeh~§¥&¥4%§-aé»1§§outweigh the public interest in disclosure.

(b} Declassification Authority. The authority to declassify or

downgrade information classified under this or priorbExecutivé orders shall be
exercised as follows: ‘ ' ‘

(1) Classified information may be declassified or downgraded by the
official who authorized-the original classification, by a Successor, of by
a supervisory official of either. | |

(2) Agency heads named in Section 2(f) shall designate additional
officials at the 1owest~paacticab1e echelons to exércise declassificatibn
and downgrading authdrity. These officials shall also be authorized by the
Agency heads to resolve conflicts or doubts regarding cIassifigatiOn.

(3) ‘The Director of the Information Security Oversight Of%ice nay
declassify or downgrade information when fhe Director determines that its
classification violates this Order and in the exercise of his appellate function
pursuant to Section 4(g)(2). The Director shall promptly notify the affected
Agency of such a decision. The decision shall take.effect 20 w&rking days
after such notification unless during that time the head of the affected

Agency appeals the decision to the President through the National Security Council.
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(4) The provisions of this Order relating to the declassification of
natior21l security information shall also apply to agencies which, under the
. _terms of this Order,. do not have current authority. to originally classify
jnforration, but which formerly had such authority under prior Executive orders.

{c) Author1ty Over Transferred Information.

(1) For classified information transferred in conJunctlon with a
transfer of function pursuant to statute or Executive order -- not merely for
storaca purposes -- the receiving Agency shall be deemed to be the originating
Agency for all purposes under this Order. ‘ .

(2) For classified information not transferred in accordance with
subsection (1) above, but or1g1nated in an Agency whwcn has ceased to exist,
each Agency'in possession shall be deemed to be the or191nat1ng Agency for
all purposes under this Order. Such information may be declassified or down—
graded by the Agency in possession after consulting with any other Agéncy
having an interest in the subject matter.

{3) Classified information transferred to the General §erviceé
Administration for accession into the Archives of the United States shall be
dec]assified or downgraded by thg Archivist of the United States in accordance
with this Order, the Information Security Oversight 0ffice’s directives, and

" Agency guidelines. ‘ -

~ {4) After the termination of a Presidential administration, fhe
Archivist of the United States shall have the authority to review and declassify
or downgrade all information classified by. the President, his White House staff,
or  cocamittees or commissions appointed by him or others acting in his behalf.
This euthority shall be exercised only after consultation with the agencies
having primary subject matter interest.

{d) Information Originally Classified Under This Ordor " Except as

provicad in subsection (f) below, informaticn classified on or after the

or ?"»—Vlw
effective date of this Order shall be declassified,in accordance with tha date
or eveit set pursuant to Section 2(h}. Informatiom nct marked with such 2
date or event shall be automatically declassified six years after its origina-

tion.
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(e) Information Classified Under Prior Orders. Except as provided

in subsection (f) helow, information which was cla%sified before the effective
date of this Ordar and alrcady marked with a date or event directing declassi-
fication in 20 years or less from date of origin, shall be automatically
declassified in accordance with such date or event unless declassified eariier.
Information not so marked shall be reviewed for dec?assifﬁcatioh in accordance
with subsections {g) and (h) below. '

(f) Foreign Originated Information. Foreign originated information shall

be exempt from the automatic declassification and 20 year systematic review
provisions of this Section. Unless declassified earlier, such jnformation shall
be reviewed for declassification 30 years from its déte of origin. Such reviews
shall be in accardarce with the provisions of Section 4{a) and with guidelines

developad by Agency heads in con>u1tat1on-w:th the Archivist of the United
States and, where appropr1ata with the foreign government or 1nte1natlnna1 '
organization'concerned.

(9) Declassification Requests.

(1) Except as provided in (2) below, information ¢1assifie§ pursuaﬁt
to this or prior Executive orders, shall be reviewed for possible deﬁlassifica~
tion upon request of any member of the public or government eﬂpioyee-sr Agency,
provided the request is specific enough for the Agency to locate tha 1nf0rmah10n
with reasonab]e effort Procedures for process1ng such requesps and nppeaiv
from denials, on the basis of classification, shall accord thh prncedures
established by agencies to implement the Freedom of Inf ormau10n Acu.

(2) Information less than ten years old originated by the President‘or a
President's White House staff or Committees or Cowmxss1ons apuoxnbed by h}n or
others acting in his behalf, or information in the possession and control of the
Administrator of General Serv1ces pursuant to 44 U.5.C. 2107 or 21072 is
exempted from the provisions of subsection (1) above. Such information over ten _
years old shall be subject to declassification review upon the reguest ot 2
member of the public, 2 government employee or an Agency. Such requasts and
-appeals of denials on the basis of classification shall be processad in accerdance

with procedures developed by the Archivist of the United States. Whensver the
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Archivist denles an appeal of such a request, the decision may be appealed to

the Dircctor of the Information Security Oversight Office who may order

declassification. In such cases, the Directqrwpf‘the Information Security .

Qversight Office shall promptly notify agencies with primary subject matter
interest, which may follow the appeals process set forth in Section 4(b)(3).

(3) Requests for copies Qf classified documents originated by agencies
of the executive branch, but in the possession and control of the Administrator
of General Services pursuant to 44 U.S.C. 2107 or 2107a, shall be referred by
the Archivist to the Agancy of origin for processing in accordance with
subsection {1) above and Tor direct response to the requester. The Archivist
shall inform requesters of such referrals. ,

{4} Mo Agency in possassion of a document classified under the provas:ons

of this Order may, in rasponse to a requLSL nade under the Freedom uf Infornation

Act or the Declassification Requests prov1dzon of Lh1s Order sor such documnnt,
?efuse to confirm the existence of such document, n]ess the fact of its
existence would itself be ciassifiable undar this Order. .

{h) Systematic_Revieu.

(1) Classified informat jon constituting permanently valuable records of
the Government as defived by 44 U §.C. 2103 shall beﬁi;&ea@&é%e@%l€§(evxawed
For dec]assif%cati@n as it hecomes 20 years old. Agency heads listed in
ﬁact%en 2{f) of this Order may extend classification beyond 20 years, but only
in accordance with Sections 4{a) and a(h}(2). This authority may noct be
delegated. When clagsification is axtended beyond 20 years, a date ior.
declassification or the next review no move than 10 years 1ater shall be set
and markad on the document. Subsequent reviews for declassification shall be
set at no more than 10 year intervais. The Director of the Information Secur1uy
gversight 0ffice may extond the period between subsequent reviews for spacific
categuiries of information.

{?) Within 180 days atter the effective date of this Order, the Agency
waads 1isted in Section 2(¥) shall, atler consu]tablon with the Archivist of
¢he United States and raview by the Information Security Oversight Oftice,

issue guidelines fur systematic review covering 20-year old classitied

;'Qpproved For Release 2005/08/15 : CIA-RDP87B01034R000200070075-5
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snformation under their jurisdiction. These quidelines shall state specific,
11mxhed catcgor1ss of information which, because of their national security
sensitivity, canmot be aJtnghwca11j declassified but ‘must be TEVTEHOd item-by-
" jtem to determine whether continued pratection bayond 20 years is needed. AVl
'ihformatian not -identified in fhese guide]ines as requiring review shall be
autonat1ca]1y dec%assxfied at the end of 20 years from the date of original
classification. These guidelines shall be authorized for use by ‘the Archivist
of .the United States and by Agencies having custody of the information.
Sectidn 5. Downgrading. Information classified under this or prior
orders and marked for automatic downgrading is downgraded accordingly withaut
notif1cat1on to ho\ders. Other information classified under thxs cr prior .
Orders, maj he assigned a Tower classification desxgna;wan by the originator
or other off1c1als authorized to dowwgrade or declassify when such doungrad1ng
serves a useful purpose. Notice of such downgrading shall be provxdnd to
holders of the infcﬂnatibn to the extent practicable.
Section 6. §§£§g§gﬁ§j§§:

(a) General Controls.

(1) HNo person shall be g1ven access to class1f1ed 1nfornat10n un]esé
such person has been datevmined to ba trustworthy and unTess access ta stich
1nformat1on is necessary for the performance of official dut}as,

(2) Al c]ass1f1ed information shall be consprcuously marked to put
| 511 persons on notice of its current c]ass1.1cat10n status and, jf appropr1at-,
© to show any spec1al distribution or reproduction restrxctxonsb .

(3) Controls shall be established to assure that c1a551f1ed 1n;0rnat10n
is used, processed, stored, reproduced and transw1tted only undar cordxfxons
_ which will provide adequate protection and prevent access by unaubhor1z=d
persons.

(4) Classified information no longer needed in current warking .1‘35 or
for reference or record purposes shall be destroyed or disposed of in accordance
with the records d15posa1 provisions of Chapters 21 and 33 of Title 44 of ths

United States Code.
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(5) Classified information disseainated outside the executive branch
shall, ia so far as possible, be given the same protection as that afforded

within tae executive branch.

U () Reprddiiction Gontrols.
(1) Top Secret documents shall not be reproduced without the consent

of the e-iginating office, unless otherwise marked by the oxiginating

TERNTAY

office. . ’ : -
(2) Reproduction of Secret and Confidential documnents may be restricted
by the originating office. ' o s » :
{(3) Reproduced copies of classified documeunts are subject to the
same accsuntability and controls as the originalé.
(4) Records shall be maintained by all reproducing offices to show

the nusbsr and distributicn of reproduced copies of all Top Secret

_ documents; zll documents covered by special access programs distributed S %
outside :&;e originating =gericy; and all Secret and Confidentiai dJocuments |
marked in aécordance with Section 2(i)(6). )

{5) Subsections (1) and (2) above shall not restrict the réproduction
of docﬁz&nts for the purpuse of faeilitating review for deelassification.

However, such reprodﬁ;tiuué nust be destroyed after they arve used.

(e) Special dcgess

(1) Agency heads listed in Section 2(f) (1) may create special acceés
programs Lo concrol‘access; distribution, and protection of ?azticularly
sensitive information classified pursuant to this or prior Ovders.

Such prczrams may only be creatgd ox continuadvhy'the Agency heads or,
for nattars perxtaining tu intelligence sources and methods, by the
Director of Ceatral Intelligenca,,parsonally and in writing. Classified

» information in such programs shall be declassifie& aécording te the

provisiozs of Section &. Special access prograams may be created ov

coutinua® only on the apeaific showing that:
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(i) normal management and safeguarding procedures are not sufficient
to limit need-to-know or access;
(ii) the number of persons who will nred access will be reasonably
small and commensurate with the objective of providing>extra protection Tor
the information involved; and
(iii) the special access controls balance the need to protect thé informe-
tion against the full spectrum of neads to use the information.
(2) A1l such special access programs shall sutomatically terminate cvery
three years un1ess renewed in accordance with the procedures in this subsecticn.
(3) Within 180 days after the effective date of this Order, the Agency
heads listed in Section 2{f)(1) shall review all existing spﬂclal access
programs under their jurisdiction and continue them only in accordance with
the procedures in‘this subsection. Those Agency heads shall also establish
and maintain a central list of all special access programs they create or
continue. Those Agency heads and the Director of the Information Security
Oversight Office shall have non-delegable access to all such lists '

-

(d) Access by Historical Researchers and Former Officials. The require-

.

. ment 1n Sﬂct1on 6{a)(1) that access to classified information be grénted onTy'
as is necessary for the performance of one's official dutigs’shali not apnly
to persons outside the executive branch who are engaged in histarical ressarch
projects or who have prev1ous1y occupied policy-making positions fo whﬁch they
were appointed by the Presldent; provided that the Agency w1th Jurisdiction
over the information: ' '

(1) determines in writing that access is consistent with thé interest.
of nationa]‘security; N _ 4

(2) takes appropriate steps to assure that class1f1ed 1nfo”mat1on is
not disclosed by fhe reseércher or pub]1sh°d without prlor ‘review, docla:sz-
fication and approval fof public release;

(3) takes reasonmable action to ensure that access is limited to specific

categories of information over which that Agancy has c]assxnlcat1on Jurisdictio
(4) 1limits the access granted to the person who accupied a policy-
making position, to items which the person originated, reviewed, signed or

received, while in public office.
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Section 7. Implementation and Raview. The National Security Council

shall monitor the implementation of this Order and shall provide overall policy
direction for the informaticn security progren.

- (a) Qversight Office and Interagancy Cormittee.

{1) Subject to the direction of the President and the National Security

" council, tha Information Security Oversight Office is established to assist

the National Security Council in monitoring implementation of this Order. This
Office shall be placed in the General Services Administration. It shall have
a full-tise Director appointed by the Administrator of General Services subject
to approval by the President. The Director shall have authority to appoint a
staff. The Director shall:s '
{3) oversee Agency actions to ensure comptiance with this Order and
implementing directives; . 7 |
fii) consider and take action on compiaints and suggestions from persons
within or without the Government with respect to the administration of the
information security program, ircluding appeals frcﬁ denials of declassification
requests pursuant to Section 4(0){2); ‘
{19} &xefcise tha suthority to daclassity information provfded by
Sections 4{b)(3) and 4{g){2): A
{3v} develop, in consultaiion with the agencies and, subject to the
approval of the National Security Council, promulgate directives for the imple-
meﬁtatﬁon of this Order which shall be binding on the agehciesﬁ
v} veport annually to the President through the‘Admfnistrator of
teneral Services and the National Security Council on the jmplenentation of
vhis Urder; |
{vi} review all Agency implementing requlations and syﬁtématic revigwy
qﬁideﬁiﬂes to ensure their consistency wiﬁh the nrovisions of the Order. If
the Director Finds any vegulation or quideline inconsistent with this Order,
he may require it to be changed. Th2 Agency h=ad may zppeal such a éecésian
vo the National Security Council, which shall haveﬂ%inaﬁ decision-neking

agtherity.
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(vii) exercise case-by-case classification authority and review requests
for original classification authority in accardance with Section 2{1}(5);

(viii) have the authority to conduct on- -site revxﬂws of the information
security program of each Agency which handlcs classi d information and to
require of each such Agency such reports, 1n.ormatzon, cnd other cotoneration
as necessary to fulfill the above responsibilities. If such reports, inspeétionﬁ
or access to speqific categories of classified information would pose an
exceptional national security risk, the afie cted Agency head may deny access.

In such a case, the Agency head shall report the dacision and¢ the reasan to
the National Security Council, which may overrule the decision.

(2) There is also established an Interagency Information Sacurity

Committee which shall be chaired by the Director of the Ovawsvgh* Ff”i ce and

(v}

shall be comprised of representatives of the Secretarizs of state, Defense,
.and Energy, the Attorney General, the Director of Central InteIligénce, the
MNational Security Council Staff, the Domestic Policy Staif, and the Archivist
of the United States. Representatives of other agencies may he invited to meét
with the Committee on matters of particular interest to thosm agéncﬁos. The
cOmm1ttee shall meet at the Chairman's call and shall advzse th Chalrnan on

1mplemenuat1on of this Order.

(b). Agencies with Original Classification Authority. Each Agency -

granted original c]ass1f1cat1on authority pursuant to this Order sha11-

(1) Prior to the effective date of this Order, submit to the Infornabxon
‘Secur1ty Oversxght Office a copy of the regulations and systematic raview . ‘
guidelines it adopts pursuant to this Order and implementing directives.
‘Subsequent changes to Agency regulations and systgmauxc review guidelines sha]f
also be forwarded to the Oversight Oifice. ' ‘

(2} Publish in the Federal Register those unclass

(')

ied regulztions and

=

systematic review guidelines or cnance: thereto which affect the gensral public..

(3) Designate a senior Agency official to conduct an active oversight

program to ensure efrect1va jmplementation of this Ord ar.
{4) Designate a senior Agency official to cha1r an Agancy cornittee
with authority to act on all suggestions and complaints with respect ta the ~

Agency's administration of the information security proegram.
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(5) Establish a process to decide appeals from denials of declassifica-
tion requests, pursuant to Section £4{g).

(5) Esfab]ish an on-going program to familiarize Agency personnel and
others with access to classified information with the provisions of this Ordar
and implementing directives. There shall also be established and maintained
an active security or1entat10n and education program for such personnoi in
order to impress upon each individual his or har responsxb111ty for exercising

'Vigi1ance and care in complying with the provisions of this Order and to
encourage him or her to challenge c1assification.decisions where théy believe
them to be improper. | '_

| (7) Ensure the preparation and premulgation of sécufity classification
gquidance gdequate to facilitate the identification and unwfofm.élaséification
of information requiring protection under the provaszcns of thxs Order,

{8) Develop and promulgate systpm‘twc reviey gu1de11nvs 1n accordance
with Section 4(n)(2).

(9) Take necessary action to ensure that:

(i} @ ﬂemonstrable need for access to clas;1f1ed !nforwat10n is
cstablished prior to the initiation of administrative c?earance,procedures, and
'”{ii) the number éf people‘éranted access io c}assiffed information is
coducad to and maintained at the minimum, consistént with operaﬁ%anai requive-~

aents and needs.

{10} Ensure that séfeguarding practices are céntinuous}j reyiewsd and
aliminate those_which are duplicative or unnecessary.

{11) Submit to the Information Security Oversight Office such informafﬁon
or repuris as thé Nirector of the 0fTice may £ind necessary to carvy out the |
uffice's rasponsibilities.

{¢) Agencies without Original Classification Author13¢i Each Agency

which has not been grantad original clussification authority bug which handles
 qassified information shall comply with subsactions (b)(3), (4), (8), ¢
{10) and (13) above.

tpetion 8. Administrative Sanctions.

{a) Any officer or employae oi e Ynited States who knowingly and
i11fu11ly classifies or continues the classification of information in violation

\
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of this Order or any implementing directive; or knowingly and willdf fully and
™Ys Aj»‘ sSifie 2 X tanndzns Hig Oy,

without authorization, discloses Gass3Zi2d informationf or Compromises

classified information through negligence; or knowingly and willtully violates
any other provision of this Order or implementing directive which thz head o7

an Agency determines to be a serious vioiatidn, shall be subject to appropriate
administrative sanctions. In any case in which the Oversight Oifice finds that

a violation has occurred, it shall make a report to the head of the Agency
concerned so that corrective steps may be taken and appropriate sanctionsAimposed.

(b) Sanctions may include reprimand, suspension without pay, removal,
termination of classification authority, or other sanction in ac;ordance with
applicable law and Agency regulations. ‘

(c) Agency heads shall make provision to ensure that appropriate and
prompt corrective admfnistrativa action is teken whenever a violation under
sub#ection {a) occurs and that both the Information Security Oversight Office
and the Department of Justice are notified immediately of any case in which @

. vio]ation of the criminal law may be involved. ' -

Section 9. Atomic Enerqgy Material. Nothing in this Order shall supergede

any requirements made by or undeg the Atomic Energy Act of 1954, as amended.
“Restricted Data" and'information designated as "Formerly Pestricted Bata"

shall be hand1ed protected classified, downgraded, and declass fi ad i
conformity with the provisions of such Atomic Energy Act and Lha regala;1ons

of the Department of Energy under that Act.

Section 10. Intefpretation of the>0rder. The Attorﬁay General, ﬁpon
requést by the head of an Agency, his duly designated represenfativé, or
itha Director of the Information Security 0vers1ght 0ffice, shall persona11j
or through author1zed reprasentatives of the Department of Justice rendar an
.interpretation of this Order with respect to any question_arising in the course

of its administration.

Saction 11. Revocation of Prior Orders and Directives. Executive Order

No. 11652 of March 8, 1972, as amended by Executive Order lNo. 11714 of
Apr11 24, 1973 and No. 1]862 of June 11, 1975, and the latxona] Sefur1tj

council Directive of Hay 17, 1972 [3 C.F.R. 1085 (1971-73 Comp.)}1 are revo<od
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Section 12. Effective Date. This Order shall become effective on
' , except that the functions of the Information Security Oversight
office specified in Section 7(a)(1) (iv) and 7{a)(1){vi) shall be effective
jumediately and shall be parfonied in the interim by the Interagency Classitica-

Ao - 71
tion Review Committee,esfalodishast ‘{)\W5M + Ex‘?‘*"“"”“‘“ O 1652
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